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Abstract 

This PIA is for the Enterprise Applications Services (EAS)/Information Access Management (IAM) eAuthentication System (eAuth). eAuth provides USDA Agency customer’s and employee’s single sign-on capability and electronic authentication and authorization for USDA Web applications and services. This PIA is being updated based on an updated template and a new Certification and Accreditation (C&A).
Overview 

The overview is the most important section of the PIA. A thorough and clear overview gives the reader the appropriate context to understand the responses in the PIA. The overview should contain the following elements: 

· The eAuthentication System (eAuth) is a Major Application (MA) of the Entitlement Application Systems (EAS)/Information Access Management (IAM) group. 
· The system was designed as a security front-end to provide authentication and authorization to web-based applications.  The data stored within the USDA eAuthentication Service is used to determine authentication and application access.
· eAuth collects basic personal information to verify the identity of the user.

· eAuth provides a single sign-on capability as a front end to USDA applications.
· eAuth does not share information
· eAuth has no modules or subsystems

· See section 1.6 for eAuth’s legal authority to operate the system.
1.0 Characterization of the Information 

The following questions are intended to define the scope of the information requested and/or collected as well as reasons for its collection as part of the program, system, rule, or technology being developed. 

1.1 
What information is collected, used, disseminated, or maintained in the system? 

The following information is collected from customers through the electronic self-registration process: 

	Level 1 Access
	Level 2 Access

	Required
	Required

	User ID
	User ID

	Password
	Password

	Email Address
	Email Address

	First Name
	First Name

	Last Name
	Last Name

	Country Name
	Address

	Optional
	City

	Middle Initial
	State

	Home Postal/ZIP Code
	Home Postal/ZIP Code

	
	Country Name

	
	Mother's Maiden Name

	
	4-digit PIN

	
	Date of Birth

	
	Optional

	
	Middle Initial

	
	Home Phone

	
	International Home Phone

	
	Alternate Phone

	
	International Alternate Phone
SCIMS Account Number


During the in-person identity proofing process for Level 2 accounts, the credential document type and expiration date is also recorded. At this time, the Service Center Information Management System (SCIMS) account number may be also entered into the record by the Local Registration Authority, if the customer has had previous business with the USDA Service Center Agencies. Information about the SCIMS system can be found at: http://www.fsa.usda.gov/dam/kcmo/itsd/scit_projects.htm.

	
	Identity-Proofing Information

	
	Name of LRA

	
	Credential Document Type

	
	Credential Expiration Date


1.2 
What are the sources of the information in the system? 

1.2.1 USDA Customers
The eAuthentication Service collects information from any individual requesting access to USDA online resources that are protected by eAuthentication. The information is collected through a one-time electronic self-registration form provided through the eAuthentication Web site, located at www.eauth.egov.usda.gov. This enables customers and employees to register for an eAuthentication account that will provide access to protected USDA Web applications and services. 

Identity-proofing information is collected by the Local Registration Authority (LRA). During the time of in-person identity-proofing the LRA must record the credential document type and expiration date. In addition, the SCIMS account number may be also entered into the record by the Local Registration Authority, if the customer has had previous business with the USDA Service Center Agencies. Information about the SCIMS system can be found at: http://www.fsa.usda.gov/dam/kcmo/itsd/scit_projects.htm.
1.2.2 USDA Employees

In addition to the self-registration process, the eAuthentication System also obtains data from the USDA Common Employee Database (CED) to validate entered employee information. eAuthentication verifies the identity of employees during the registration process by comparing the entered information against data in the CED. This allows employees to register without the in-person identity-proofing required of customers. More information about CED is available through Departmental Regulation 3630-001.

1.3 
Why is the information being collected, used, disseminated, or maintained? 

The USDA eAuthentication Service collects customer and employee information in order to provide a level of assurance of the identity of the user, prior to allowing access to USDA Web resources. Information is collected for two reasons:

· To initially validate the user’s identity

· To verify that the returning user is the same identity-proofed customer or employee (via the user ID and password)
1.4 
How is the information collected? 

1.4.1 USDA Customers

User accounts are obtained through a voluntary self-registration process provided by the eAuthentication Web site, located at www.eauth.egov.usda.gov. USDA customers can self-register for a Level 1 or Level 2 Access account. A Level 1 Access account provides users with limited access to USDA Web site portals and applications that have minimal security requirements. A Level 2 Access account enables users to conduct official electronic business transactions via the Internet, enter into a contract with USDA, and submit forms electronically via the Internet to USDA Agencies. Due to the increased customer access associated with a Level 2 Access account, customers must be authenticated in person at a USDA Service Center by a Local Registration Authority (LRA), in addition to an electronic self-registration. This provides a level of assurance in the customer’s identity that is not present through the self-registration. 

1.4.2 USDA Employees
The USDA employee self-registration process provides a Level 2 Access account electronically. Identity confirmation is accomplished by verifying inputted information against employee data from the Common Employee Database (CED). This online registration process also provides a level of assurance in the employee’s identity, without the in-person identity-proofing required of customers.

1.5 
How will the information be checked for accuracy? 

The online self-registration forms include automatic format validation of some entered user data. Customers and employees are prohibited from submitting registration forms unless all required data fields are completed in a valid format. In addition, form data requires users to enter their password twice and uses dropdown lists for predictable fields such as state and country. These controls ensure that user data is accurately collected in a proper format.

In addition, for a Level 2 Access account, customers are required to travel to a USDA Service Center to validate their registration data against a government ID.
Customer and employee information is kept current by allowing users to electronically update their own basic personal information such as address and email. Once a user submits their modified information, the system is immediately updated to reflect these changes.

1.6 
What specific legal authorities, arrangements, and/or agreements defined the collection of information? 

The USDA eAuthentication Service derives the authority to collect user information from the following statutes and regulations:

· E-Government Act of 2002 (H.R. 2458)

This legislation ensures strong leadership of information technology activities of Federal agencies, a comprehensive framework for information security standards and programs, and uniform safeguards to protect the confidentiality of information provided by the public.
· Government Paperwork Elimination Act (GPEA, Pub. L. 105-277) of 1998
The Government Paperwork Elimination Act (GPEA) required agencies, by October 21, 2003, to provide an electronic option for maintenance, submission, or disclosure of information, when practicable as a substitute for paper.  GPEA also entails the use and acceptance of electronic signatures, when practicable.

· Freedom to E-File Act (Pub. L. 106-222) of 2000
To the maximum extent practicable, this act establishes an Internet-based system that enables agricultural producers to access all forms of the agencies of the Department of Agriculture.

· Electronic Signatures in Global and National Commerce Act (E-SIGN, Pub. L. 106-229) of 2000
The E-SIGN Act recognizes the validity of contracts in electronic form. It not only authorizes digital signatures, which enables electronic authentication, but also empowers the use of online contracting and provision of notices.

USDA eAuthentication operates under the aforementioned regulations and collects information solely to accomplish its designed purpose as noted in the regulations. The authority to collect information is approved by the Office of Management and Budget (OMB) under OMB Control Number 0503-0014. Furnishing the requested information is voluntary. However, if this information is not provided, electronic access to USDA Web applications that are protected by eAuthentication will not be permitted.

1.7 
Privacy Impact Analysis: Given the amount and type of data collected, discuss the privacy risks identified and how they were mitigated. 

The USDA eAuthentication Service has conducted a comprehensive and thorough Certification and Accreditation (C&A) and was fully reauthorized to operate on September 26, 2008. The eAuthentication Service is accredited and formally declared to have implemented appropriate security controls and have a satisfactory level of security present in the system. 
Furthermore, the eAuthentication Service is fully compliant with the Federal Information Security Management Act (FISMA) of 2002 and meets or exceeds standard security controls set forth by the National Institute of Standards and Technology (NIST). These regulations require all federal agencies to provide security for the information and information systems that support the operations and assets of the agency. In addition, the following security controls are utilized and continuously reviewed to ensure a high level of security control for the eAuthentication system:
· Vulnerability Assessments
· Host-Based Intrusion Detection
· Network-Based Intrusion Detection
· Firewall Alerting
· USDA Intrusion Detection
· Active Directory Monitoring
· Database Monitoring
· Site Protection Monitoring
· Identity Management Monitoring

· Virus Protection
· Machine Health

All systems interacting with eAuthentication are required to have appropriate security controls. This includes the hosting facility, Web Farm, and integrated applications supported and managed by OCIO-ITS. Integrated target systems must have a valid C&A ATO in effect and memorandum of understanding (MOU) to ensure that information is only used in the intended manner, and a signed and Interconnection Security Agreement (ISA) to ensure data are passed securely. Please refer to Section 2.6: Information Sharing, in this document for more information on the security precautions that are taken before a target system integrates with the eAuthentication solution.
2.0 Uses of the Information 

The following questions are intended to delineate clearly the use of information and the accuracy of the data being used. 

2.1 
Describe all the uses of information. 

The records in this system are used to electronically authenticate and authorize users accessing protected USDA applications and services. The principle reason for collecting this information was published in the Federal Registry and is documented in the System of Records Notice (SORN) ECM # 6066920. Updated eAuth SORN ECM# 6885513 is in the approval process.
2.2 
What types of tools are used to analyze data and what type of data may be produced? 

Data collected is not subject to analysis and no new data is produced.
2.3 
If the system uses commercial or publicly available data please explain why and how it is used. 

No commercial or publicly available data is used.
2.4 
Privacy Impact Analysis: Describe any types of controls that may be in place to ensure that information is handled in accordance with the above described uses. 

The On-Guard system is on a standalone network and the servers are protected with restricted access within a restricted building.

3.0 Retention 

The following questions are intended to outline how long information will be retained after the initial collection. 

3.1 
How long is information retained? 

· Level 1 credentials – no minimum retention period
· Level 2 credentials – minimum of seven years and six months after the termination of the record as per the USDA disposition authority

3.2 
Has the retention period been approved by the component records officer and the National Archives and Records Administration (NARA)? 

Standard data retention periods are used.
3.3 
Privacy Impact Analysis: Please discuss the risks associated with the length of time data is retained and how those risks are mitigated. 

Standard data retention periods are used. The On-Guard system is on a standalone network and the servers are protected with restricted access within a restricted building.
4.0 Internal Sharing and Disclosure 

The following questions are intended to define the scope of sharing within the United States Department of Agriculture.

4.1 
With which internal organization(s) is the information shared, what information is shared and for what purpose? 

This is defined in the eAuthentication Data Sharing Policy contained as an artifact in CSAM.

The data is used by agency applications to make authentication and authorization decisions and to facilitate business transactions.
4.2 
How is the information transmitted or disclosed? 

Information is transmitted via SSL encryption.
4.3 
Privacy Impact Analysis: Considering the extent of internal information sharing, discuss the privacy risks associated with the sharing and how they were mitigated. 

Data is encrypted and PII data is masked. There is physical and electronic controlled access to data. System audit logs are maintained and examined for unusual activity.
5.0 External Sharing and Disclosure 

The following questions are intended to define the content, scope, and authority for information sharing external to USDA which includes Federal, state and local government, and the private sector. 

5.1 
With which external organization(s) is the information shared, what information is shared, and for what purpose? 

No data is shared outside of the USDA.
5.2 
Is the sharing of personally identifiable information outside the Department compatible with the original collection? If so, is it covered by an appropriate routine use in a SORN? If so, please describe. If not, please describe under what legal mechanism the program or system is allowed to share the personally identifiable information outside of USDA. 

NA

5.3 
How is the information shared outside the Department and what security measures safeguard its transmission? 

NA

5.4 
Privacy Impact Analysis: Given the external sharing, explain the privacy risks identified and describe how they were mitigated. 

NA

6.0 Notice 

The following questions are directed at notice to the individual of the scope of information collected, the right to consent to uses of said information, and the right to decline to provide information. 

6.1 
Was notice provided to the individual prior to collection of information? 

Yes. Users must provide information voluntarily in order to set up a Level 1 or Level 2 eAuth account.
6.2 
Do individuals have the opportunity and/or right to decline to provide information? 

They can decline to provide the information and not request an eAuth account.
6.3 
Do individuals have the right to consent to particular uses of the information? If so, how does the individual exercise the right? 

The USDA Office of General Counsel (OGC) can be contacted regarding privacy issues.

6.4 
Privacy Impact Analysis: Describe how notice is provided to individuals, and how the risks associated with individuals being unaware of the collection are mitigated. 

Users are told directly upon registering for an eAuth account what the info is used for.
7.0 Access, Redress and Correction 

The following questions are directed at an individual’s ability to ensure the accuracy of the information collected about them. 

7.1 
What are the procedures that allow individuals to gain access to their information? 

Users have limited access to their own data.

7.2 
What are the procedures for correcting inaccurate or erroneous information? 

They can update their profile.
7.3 
How are individuals notified of the procedures for correcting their information? 

They have an edit choice on their profile.
7.4 
If no formal redress is provided, what alternatives are available to the individual? 

Users can update their profile.

7.5 
Privacy Impact Analysis: Please discuss the privacy risks associated with the redress available to individuals and how those risks are mitigated. 

Users can update their profile.

8.0 Technical Access and Security 

The following questions are intended to describe technical safeguards and security measures. 

8.1 
What procedures are in place to determine which users may access the system and are they documented? 

End users have access only to their own information and have write privileges to a very limited subset of this information.  

System administrators, database administrators, help desk personnel and designated agency representatives have customized access based on the requirements needed for completing their specific job functions.

In regards to access role management, the Agency application business owners designate internal access role administrators, and they are responsible for maintaining the access role membership. 

When identity management views are assigned to a user, the view is limited to the least amount of data needed for completing the user’s specific job functions. If Personally Identifiable Information is included in the view, the administrator receiving the view must adhere to security precautions as outlined in NIST, OMB, FIPS, GSA and Department regulations. 

8.2 
Will Department contractors have access to the system? 

Yes. System administrators, database administrators, help desk personnel and designated Agency representatives have customized view access based on the requirements needed for completing their specific job functions.
8.3 
Describe what privacy training is provided to users either generally or specifically relevant to the program or system? 

All USDA employees and contractors undergo annual PII training.
8.4 
Has Certification & Accreditation been completed for the system or systems supporting the program? 

Yes.
8.5 
What auditing measures and technical safeguards are in place to prevent misuse of data? 

The system use is electronically audited and any unusual behavior is investigated.
8.6 
Privacy Impact Analysis: Given the sensitivity and scope of the information collected, as well as any information sharing conducted on the system, what privacy risks were identified and how do the security controls mitigate them? 

Access to a user’s personal information is protected by a Username and password or LincPass login. Processes are in place to track and investigate any unusual system activity.
9.0 Technology 

The following questions are directed at critically analyzing the selection process for any technologies utilized by the system, including system hardware and other technology. 

9.1 
What type of project is the program or system? 

eAuth acts as a gatekeeper for USDA applications.
9.2 
Does the project employ technology which may raise privacy concerns? If so please discuss their implementation. 

No. eAuth follows all recommended privacy procedures.
10.0 Third Party Websites/Applications 

The following questions are directed at critically analyzing the privacy impact of using third party websites and/or applications. 

10.1 
Has the System Owner (SO) and/or Information Systems Security Program Manager (ISSPM) reviewed Office of Management and Budget (OMB) memorandums M-10-22 “Guidance for Online Use of Web Measurement and Customization Technology” and M-10-23 “Guidance for Agency Use of Third-Party Websites and Applications”?
NA

10.2 
What is the specific purpose of the agency’s use of 3rd party websites and/or applications?
NA

10.3 
What personally identifiable information (PII) will become available through the agency’s use of 3rd party websites and/or applications.
NA

10.4 
How will the PII that becomes available through the agency’s use of 3rd party websites and/or applications be used?
NA

10.5 
How will the PII that becomes available through the agency’s use of 3rd party websites and/or applications be maintained and secured?
NA

10.6 
Is the PII that becomes available through the agency’s use of 3rd party websites and/or applications purged periodically? 

NA

10.7 
Who will have access to PII that becomes available through the agency’s use of 3rd party websites and/or applications?
NA

10.8 
With whom will the PII that becomes available through the agency’s use of 3rd party websites and/or applications be shared - either internally or externally?
NA

10.9 
Will the activities involving the PII that becomes available through the agency’s use of 3rd party websites and/or applications require either the creation or modification of a system of records notice (SORN)?
NA

10.10 Does the system use web measurement and customization technology?
NA

10.11 Does the system allow users to either decline to opt-in or decide to opt-out of all uses of web measurement and customization technology?
NA
10.12 
Privacy Impact Analysis: Given the amount and type of PII that becomes available through the agency’s use of 3rd party websites and/or applications, discuss the privacy risks identified and how they were mitigated. 

NA
Responsible Official
Chris North

Director, Enterprise Applications Services (EAS)
United States Department of Agriculture
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