USDA PRIVACY IMPACT ASSESSMENT FORM


Redacted Privacy Impact Assessment

for

USDA National Finance Center

Mainframe General Support System

Description of the System

The National Finance Center’s (NFC) Mainframe General Support System (GSS) provides computer-processing capability for the USDA and non‑USDA customers and is comprised of an IBM z/9 Series Enterprise Server, IBM Enterprise Storage DASD subsystems, SUN/STK tape library Silos and IBM Virtual Tape Servers.  This GSS currently hosts Major Applications to support NFC’s mission to design, develop, implement, and operate cost effective financial, administrative, and management information systems and services supporting the missions of the USDA.  All access to the NFC Mainframe GSS, and the applications it supports, is granted by  NFC Security Administrators utilizing Computer Associates Top Secret Software (CA-TSS) which resides on the NFC Mainframe GSS.  
The following table identifies the applications that the NFC Mainframe GSS supports:

	Application Name/Identifier
	Application

Function
	Type of Information Processed
	User

Organization
	Type of

Processing

	Foundation Financial Information Systems (FFIS)
	This system maintains the general ledger and produces all necessary reports to satisfy Treasury, OMB, GAO, and unique customer requirements.
	Accounting information
	USDA
	Batch and online processing

	Payroll/ Personnel Systems 
	This system incorporates a fully integrated online database that maintains employee personnel records, time and attendance reports, and processes a biweekly payroll for over 600,000 employees.
	Employee personal information
	USDA and 

Non-USDA customers
	Batch and online processing

	Administrative Payments Systems
	This system reimburses employees for travel and transportation expenses, transfers funds between Government agencies, and processes payments to commercial vendors, incorporating all features of the Prompt Payment Act.
	Vendor information
	USDA
	Batch and online processing

	Accounts Receivable Systems
	This system processes billings and collections for customers’ administrative and program functions in compliance with the Debt Collection Act.
	Property
	USDA
	Batch and online processing

	Direct Premium Remittance System (DPRS) 
	DPRS collects payments for health benefits.
	Personal information and provider information
	Office of Personnel Management

(OPM)
	Batch and online processing

	Federal Employees Health Benefits Centralized Enrollment Clearinghouse System (CLER)
	CLER is a clearinghouse for health benefit providers.
	Personal information and provider information
	Office of Personnel Management

(OPM)
	Batch and online processing


There is a current Privacy Impactment Assessment (PIA) on file at NFC.  To request a full version of the NFC Mainframe GSS PIA see the contact information below:

Name:

Kathy Fernandez

Title:

Associate Director, Technical Services



Information Technology Services Division

Agency:
USDA, NFC

Address
13800 Old Gentilly Road



New Orleans, LA 70129

Phone:

(504) 426-2000

E-mail:

Kathy.Fernandez@usda.gov
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