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Purpose Statement

The Clinger-Cohen Act of 1996 required the establishment of a Chief Information Officer (CIO) for all major
Federal agencies. The Act requires USDA to maximize the value of information technology acquisitions to
improve the efficiency and effectiveness of USDA programs. To meet the intent of the law and to provide a
Departmental focus for information resources management issues, Secretary’s Memorandum 1030-30, dated

- August 8, 1996, established the Office of the Chief Information Officer (OCIO). The CIO serves as the primary
advisor to the Secretary on Information Technology (IT) issues. OCIO provides leadership for the Department's
information and IT management activities in support of USDA program delivery.

OCIO is leading USDA'’s efforts to transform the Department’s delivery of information, programs, and services
by using integrated services that simplify citizen’s interaction with their government. OCIO is designing the
Department’s Enterprise Architecture to efficiently support USDA’s move towards consolidation and
standardization. OCIO is strengthening USDA’s Computer Security Program to mitigate threats to USDA’s
information and IT assets and to support the Department’s Homeland Security efforts. OCIO continues to
facilitate the USDA IT capital planning and control investment review process by providing guidance and support
to the Department’s Executive IT Investment Review Board, which approves all major technology investments to
ensure that they efficiently and effectively support program delivery. More information about these investments
and their Exhibit 300 capital planning documents can be found at:
http://www.ocio.usda.gov/cpic/usda_cpic_material.html.

OCIO provides automated data processing (ADP) and wide-area telecommunications services funded through the
USDA Working Capital Fund and appropriations to all USDA agencies through the National Information
Technology Center and the Telecommunications Services and Operations organization, with locations in Ft.
Collins, Colorado; Kansas City, Missouri; and Washington, D.C. Direct ADP services are provided to the Office
of the Secretary, Office of the General Counsel, Office of Communications, Office of the Chief Financial Officer,
and Executive Operations.

OCIO also has direct management responsibility for the IT component of the Service Center Modernization
Initiative through the Information Technology Services. This includes the consolidated IT activities for the Farm
Service Agency, the Natural Resources Conservation Service, and Rural Development.

The OCIO headquarters is located in Washington, D.C. As of September 30, 2007, there were 929 employees
funded by appropriated, reimbursed, and Working Capital Funds, of which 916 were full-time permanent
employees and 13 other than full-time permanent employees.

Location Full-time permanent Other Total
Washington, D.C.
OCIO Direct 60 -- 60
OCIO WCF 76 3 79
Subtotal 136 3 139
Field Units
OCIO WCF 780 10 790

Total 916 13 929



Office of Inspector General Reports:

50501-4-FM 10/2005
Review of the USDA’s Certification and Accreditation Efforts

50501-8-FM 2/2007
Review of USDA Controls Over Stolen or Lost Computer Equipment

88501-6-FM 8/2006
Management & Security over USDA’s UTN

88501-7-FM 3/2007
General Controls Review - FY06 OCIO-ITS

Government Accountability Office Reports:

GAO-04-49 2/2004
Information Technology Management — Government-wide Strategic Planning, Performance Measurement, and
Investment Management Can Be Further Improved

GAO-06-831 8/2006

Enterprise Architecture: Leadership Remains Key to Establishing and Leveraging Architectures for
Organizational Transformation

Closed Audits (During FY 2007) Office of Inspector General Reports:

50099-27-FM 3/2001
Security over USDA Information Technology Resources

50099-50-FM 9/2002
Government Information Security Reform Act — Fiscal Year 2002

50501-1-FM 10/2004
Federal Information Security Management Act - Fiscal Year 2004

50501-3-FM 10/2005
OCIO-Management and Security Over Information Technology Convergence-Common Computing Environment
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Available Funds and Staff Years
2007 Actual and Estimated 2008 and 2009

2007 2008 2009
Actual Estimated Estimated
Staff Staff Staff
Amount Years Amount Years Amount Years
Item
Direct Appropriation ........... $16,361,380 60 $16,361,000 63 $18,305,000 63
ReSCISSION. . .etivveeereereeeieeeenes - - -115,000 - - --
Total, Agriculture Available... 16,361,380 60 16,246,000 63 18,305,000 63
Obligations under Other
USDA appropriations:
Reimbursements:
E-Gov Presidential
Initiative.......ooeenennenn.n. 20,257,971 -- 12,504,000 - 12,804,000 -
E-Gov HSPDI12.................. 15,900,000 -- 20,142,000 -- 20,625,000 -
E-authentication.............. 4,950,000 - 5,778,000 -- 5,917,000 -
AgLear....cooovereeucecninncnns 850,000 -- 1,024,000 -- 1,049,000 -
Content Management........ 1,270,000 - 1,500,000 - 1,536,000 -
Enterprise Services....... 4,107,000 - 12,802,000 - 13,109,000 -
LDRPS...ccooviiieeeeeeae, 850,000 -- 1,008,000 -- 1,032,000 -
WCF Activities. . ....ccceeuunne 389,633 3 430,000 3 440,000 3
Telecom OCIO................ 448,987 -- 428,000 -- 438,000 --
NTIA Spectrum.............. 1,389,687 -- 1,503,000 -- 1,539,000 -
Subtotal, Reimbursements ...... 50,413,278 3 57,119,000 3 58,489,000 3
Working Capital Fund (WCF) a/
Information Technology...... " 343902,896 866 324,759,000 913 339,369,000 928
NITC (Non-USDA)........... 11,778,763 20 16,080,000 32 16,887,000 25
Capital Equipment............. 1,900,000 - 7,400,000 - 4,500,000 -
Subtotal, WCF........ccccoeeee. 357,581,659 886 348,239,000 945 360,756,000 953
Total, OCIO.........ooeiirnnes 424,356,317 949 421,604,000 1,011 437,550,000 1,019

a/ This section only includes WCF activities managed by OCIO. Please refer to the WCF Explanatory Notes

for more details about the WCF.



Permanent Positions by Grade and Staff Year Summary
2007 Actual 2008 Estimated and 2009 Estimated a/

2007 2008 2009
Grade Washington, D.C. Washington, D.C. Washington, D.C.

SES. et 4 4 4
GS-15 et 16 14 14
GS-14 e, 27 24 24
GS-13 e 14 10 10
GS-12 e 3 3 3
GS-11 e, 3 3 3
GS-10 e 1 1 1
GS9 e 3 3 3
(€ Sy A 2 2 2
GS 6 e, 1 1 1
G5 et 1 1 1
Total Permanent

POSItIONS ...vveeeieeeeeieeeeeerreeeeae 75 66 66
Unfilled Positions

end-of-year........cc.ccoovcevereennne -15 -- --
Total, Permanent
Full-Time Employment,
end-of-year ........ccoccevecveenivecnnnne 60 66 66
Staff Year

EStimate......coovueeeeeeeeeieereeeeennnen. 63 66 66

a/ Positions shown are appropriated and reimbursement only. For WCF financed positions, refer to the WCF

Explanatory Notes for more details
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Appropriation Language and Explanation of

Changes in Language

For the necessary expenses of the Office of the Chief Information Officer, [$16,361,000] $18,305.000.

Lead-off Tabular Statement

Appropriations Act, 2008...........oouiiiii e $16,361,000
Budget Estimate, 2009.......cc.ccveoiieirrenieieeteieecsteetsee et se et ettt et et sae s e senen 18,305,000
Increase in APPIOPIIALION. . ..c..c.cuiieiniieiiiirit et e A +1.944.000
Adjustments in 2008:
Appropriations Act, 2008 ........c.ceiiiiiiiiiiiii et 516,361,000
Rescission under P.L. 110-161 a/.......ccooiiiiiiiii e - 115,000
Adjusted Base for 2008..........oouiniiiiii e 16,246,000
Budget Estimate, 2009.. .. ... o.uiiiiiicieeeeerreetet ettt ettt st eae e ene s 18,305,000
Increase over adjusted 2008............oi e +2.059.000
a/ The amount is rescinded pursuant to Division A, Title VII, Section 752 of P.L.. 110-161.
Summary of Increases and Decreases — Current Law
(On basis of adjusted appropriation)
2008 2009
Program
Item of Change Estimated Pay Costs Changes Estimated
Office of the Chief Information Officer...... $16,246,000 +$281,000 +$1,778,000 $18,305,000



5-6

Project Statement

(On basis of adjusted appropriations)

2007 Actual 2008 Estimated Increase 2009 Estimated
Staff Staff or Staff

Amount Years Amount Years Decrease Amount Years
Chief
Information
Officer........... $16,244,690 60 $16,246,000 63 +$2,059,000  $18,305,000 63
Unobligated
Balance........... +116,690 - - - - -- -
Total available
or estimate..... 16,361,380 60 16,246,000 63 +2,059,000 18,305,000 63
Rescission...... - - +115,000 -
Total,
Appropriation 16,361,380 60 16,361,000 63

Justification of Increases and Decreases

(1) An increase of $2,059,000 for the Office of the Chief Information Officer consisting of:

a)

b)

<)

A total increase of $281.000, to fund increased pay costs.

This increase is needed to maintain the current level of staffing to ensure that OCIO can carry out its full
range of responsibilities and agency goals. OCIO would be adversely affected in its ability to execute its
mission without the increase for pay costs. Over half of OCIO total budget is used for salaries and
benefits, therefore, OCIO does not have the flexibility to reduce non-salary expenses to absorb these costs.

An increase of $74,000 for general operating costs.

This increase will allow OCIO to maintain non personnel cost of operations to ensure that OCIO carry out
its full range of responsibilities and agency strategic goals. Continued absorption of this cost will
adversely affect the quantity and quality of operations.

An increase of $704.000 is requested for initiatives for eGovernment.

Consolidated management and implementation of eGovernment services are more efficient and cost
effective, and central management of them is within the delegated authority of the management costs. In
FY 2007, USDA began reporting "Cost Savings Achieved through eGovernment and Line of Business
Initiatives” as part of the OMB requirement outlined in OMB Memorandum M-06-22. First year results are
encouraging. Across nine of these eGovernment initiatives and more than 19 investment areas, USDA
project managers executed their projects at $34 million less than their combined $1 billion estimated
baselines.
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The requested increase of $704,000 will provide funds for reimbursable details from key agency business
areas to directly manage USDA’s transformation and migration plans to the shared products and services.
These transition and migration activities require technical expertise at various temporary intervals during
the process of leading USDA to implementation. Reimbursable details are preferable to hiring and training
permanent staff in these situations because they are available immediately and when their work is
completed, they can return to their respective agencies.

An increase of $1.000,000 is requested for new initiatives for Cyber Security.
The increase includes:

e An increase of $200,000 for certification and accreditation (C&A) activities: The C&A process is a
comprehensive assessment of the management, operational, and technical security controls in an
information system and the effectiveness of such controls. An effective C&A process provides
Department management a level of assurance about the processing environment to ensure the
confidentiality, integrity, and availability as well as the quality of its data that is produced. Each
system at USDA is currently required to be certified and accredited. All systems must be re-
accredited every three years or sooner if a major upgrade has been accomplished. In the past,
agencies performed all three phases of the C & A Process. The Inspector General identified in its
review of the C & A program numerous flaws including inadequate documentation that did not
comply with Federal requirements. The program was formally changed to include an Independent
Verification and Validation (IV&V) of the accreditation package by the Department’s Chief
Information Office, Office of Cyber Security. OCIO provides a formal concurrence memorandum to
the agency before agencies can complete the accreditation process. OCIO wants to continue to
leverage the gains we have made to improve the quality of our systems and the certification and
accreditation documentation. In FY 2007 OCIO used graduate level interns (3) from the Scholarship
for Service Program via the National Science Foundation along with other FTE personnel to handle
the FY 2007 surge of systems requiring reaccreditation (176 systems). The requested funding
increase would enable the OCIO to engage earlier with the agency business owners of our high
risk/mission critical systems to not only identify the common and core controls but to ensure that the
security is in place at the earliest possible time during the systems development life cycle. As of the
end of FY 2007, we have 85 systems to recertify and reaccredit this fiscal year. Without this
additional funding, the OIG will continue to identify deficiencies in the certification and
accreditation documentation which undermines the effectiveness of the process itself.

e An increase of $440,000 for FISMA & A-123 Compliance: The FISMA and A-123 program
security and compliance reviews are critical components in the defense-in-depth strategy that the
Department employs to secure systems and data. USDA has experienced a significant rise in the
number of incidents involving personally identifiable information. (Incidents are occurrences where
personally identifiable information may be made available to individuals that do not have a need to
know the information. Such incidents include the loss of laptop computers, blackberry devices,
paper-based documents, etc.) This funding will ensure that the information security controls in place
are effective, that assets are protected appropriately, and that operations provide layered security to
limit or mitigate residual risks. In addition to education and awareness that is discussed below, steps
include the identification of all locations in the Department where personally identifiable
information is processed and stored, rapid response to potential incidents to implement damage
control, and the continuous monitoring of policies and processes to ensure that controls in place are
effective and mitigating actions are implemented when such controls do not perform as planned.

e An increase of $360,000 for Education and Awareness: OCIO’s IT workforce analysis shows a
significant gap in the level of expertise of OCIO information security workforce. Expanding
OCIO’s internal training program for the cyber security and agency security staff by providing
ongoing education (certifications, conferences, and advanced degrees) will provide USDA with a
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trained cadre of professionals to combat emerging trends and threats. Many security incidents are a
result of a lack of knowledge. OCIO will increase emphasis on our identify theft, privacy, and
senior manager programs. This increase will establish USDA’s OCIO role-based training program
and fulfill the statutory requirements for the Chief Information Security Officer to provide and
ensure that there is a fully trained and qualified cadre of security professionals at USDA. The
requested increase would cover course development and delivery by a contractor, hosting, tools, and
travel. Our annual cyber security awareness conference has expanded from a two-day venue to a
month of security awareness practices. We have also expanded from just Washington-based training
to three locations across the United States. Our security awareness month identifies areas of
emphasis where additional resources can be devoted and specific training delivered. Educating our
user community is a key component of hardening our assets and it supports OCIO defense-in-depth
mitigation strategy.

Geographic Breakdown of Obligations and Staff Years
2007 Actual and Estimated 2008 and 2009

2007 2008 2009
Staff Staff Staff
Amount Years Amount Years Amount Years
District of Columbia ................. $16,244,690 60 $16,246,000 63 $18,305,000 63
Unobligated balance ................. 116,690 -- -- -- -- -

Total, Available
or Estimate ........ccccceeveeeeeeennnn. 16,361,380 60 16,246,000 63 18.305.000 63
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Classification by Objects

2007 Actual 2008 Estimated and 2009

2007 2008 2009
Personnel Compensation:
Washington, D.C.......ccccoiimiivnnimnnincicrenennes $6,649.402 $7.193.000 $7.376.000
11 Total personnel compensation .................. 6,649,402 7,193,000 7,376,000
12 Personnel benefits .........cccocovvverecininnnnnnn 1,461,560 2,211,000 2,255,000
13 Payments to prior employees.................... 103 -- --
Total personnel comp. & benefits........... 8,111,065 9,404,000 9,631,000
~Other Objects:
21 Travel.....oooveiiiiiiiiiiiiie e 116,999 117,000 120,000
22 Transportation of things..................... 3,643 4,000 5,000
23.3 Communications, utilities, and misc.
charges......coocoviiiiiiiiiiii 418,820 419,000 450,000
24.0 Printing and Reproduction................... 152,438 153,000 155,000
25.2 Other ServiCes......ceuvvueureneeneniencnnnnn. 3,891,327 2,509,000 3,694,000
25.3 Purchases of goods and services
from Government Accounts................ 3,110,994 3,200,000 3,800,000
26  Supplies and materials....................... 142,694 143,000 = 150,000
31 Equipment...............cocooiiiiiiiiniin 296,696 - 297,000 300,000
43 Interest and Dividends....................... 14 0 0
Total other objects............ e, 8,133.625 6,842,000 8,674,000
Total direct obligations. .............c...coceviiininn.. 16.244.690 16.246.000 18.305.000
Position Data:
Average Salary, ES positions........................ $158,182 $158,182 $160,761
Average Salafy, GS positions....................... $104,543 $104,543 $108,988

Average Grade, GS positions.........coccccceeeveuenennnn. 14.5 14.7 14.7
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STATUS OF PROGRAMS

The Clinger-Cohen Act of 1996 required the establishment of a Chief Information Officer (CIO) for all major Federal
agencies. The Act requires USDA to maximize the value of information technology acquisitions to improve the
efficiency and effectiveness of USDA programs. To meet the intent of the law and to provide a Departmental focus for
information resources management issues, Secretary’s Memorandum 1030-30, dated August 8, 1996, established the
Office of the Chief Information Officer (OCIO). The CIO serves as the primary advisor to the Secretary on Information
Technology (IT) issues. OCIO provides leadership for the Department's information and IT management activities in
support of USDA program delivery.

Expanding Electronic Government

Current Activities:

USDA Initiatives. Progress made this year allows USDA to continue its Department-wide approach to delivering
shared services. USDA’s shared services are described in the USDA Information Technology (IT) Strategic Plan. A
copy of the plan is available at http://www.ocio.usda.gov/n_USDA_IT_Strategic Plan.pdf. Participation is strong, with
USDA agencies actively involved in the Enterprise-wide shared services (USDA’s eAuthentication Service, Aglearn,
and the common infrastructure provided through USDA’s Enterprise Shared Services, Enterprise Correspondence
Management Modules, the Enterprise Architecture Repository (EAR), and capital planning investment tools). For
example, there are over 99,000 active Aglearn accounts across USDA, and in a typical month 33,318 users complete
996 different courses, and the USDA eAuthentication Service protects 258 Web-based applications that require
username/password protection.

USDA Participation in Presidential Initiatives. USDA continues to support the goals of the President’s Management
Agenda (PMA) by participating in 31 Presidential Initiatives and Lines of Business (LoB). USDA is also an active
participant in the development of a government-wide infrastructure to support Homeland Security Presidential Directive
12 (HSPD-12).

USDA will provide $12.7 million to support 12 Presidential Initiatives and 6 LoBs in FY 2008. In addition to financial
contributions, USDA employees serve on committees, work groups and executive governance boards of the various
Presidential Initiatives.

By participating in the Presidential Initiatives and LoBs, USDA has improved its business processes and program
delivery to its customers, employees, and partners. Through these efforts, USDA has been able to work with other
Federal agencies to streamline common areas of business delivery (e.g. rulemaking, payroll, and grants management)
and learn from best practices throughout the government. The Department will continue to implement these Initiatives
and LoBs to achieve further benefits for OCIO customers.
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Tablel: Presidential E-Government Initiatives and Lines of Business

Presidential E-Government Initiatives and Lines of Business

1. Budget Formulation and 12.  E-Records Management 22. Human Resources Management LoB
Execution LoB
2. Business Gateway 13. E-Rulemaking 23. Integrated Acquisition Environment
‘ (IAE)- Loans and Grants*
3. Disaster Assistance 14. E-Training 24. Information Systems Security LoB
Improvement Plan*
4. Disaster Management 15. Federal Asset Sales 25. Integrated Acquisitions Environment
(AE)
5. E-Authentication 16. Federal Health Architecture 26. International Trade Process Streamlining
LoB ATPS)
6. E-Clearance 17. Financial Management LoB 27. IT Infrastructure Optimization LoB
7. E-Government Travel 18. Geospatial LoB 28. Recreation One-Stop
8. E-Loans 19. Geospatial One-Stop 29. Recruitment One-Stop
9. Enterprise Human Resources | 20. GovBenefits.gov 30. SAFECOM
Integration (EHRI)
10. E-Payroll 21. Grants.gov 31. USA Services
11. Grants Management LoB

*Note: New initiative in FY 2008.

Selected Examples of Recent Progress:

USDA'’s eAuthentication Service

e USDA integrated the service with the Office of Personnel Management’s (OPM) electronic Official Personnel
Folder (eOPF). This integration expanded the list of interdepartmental services that are supported by USDA’s
eAuthentication Service, which includes Grants.gov, Export.gov, Other Federal partners using the USDA’s
eAuthentication Service through the E-Authentication Federation include the Department of Homeland Security,
the Department of the Interior, the National Park Service, the Department of Housing and Urban Development, and
the National Science Foundation.

e USDA’s eAuthentication Service protected 258 USDA Web-based applications, which exceeded the planned fiscal
year (FY) 2007 target of 200.

e  More than 96,000 employees and approximately 150,000 customers owned an eAuthentication credential in a
typical month in FY 2007.

E-Training and Aglearn
e Aglearnis USDA’s implementation of the E-Training Presidential Initiative. During FY 2007, 147,051 Aglearn

users, which include employees, contractors and partners, completed 3,655 different courses.

e  Agl earn delivered Department-wide Security Awareness, Privacy Basics, and Ethics mandatory trainings.
Aglearn has 11,216 active courses available. As of September 30, 2007, 4,379 agency-specific courses were
deployed, which is a 35 percent increase from FY 2006.

e Licenses for the SkillSoft catalog were available for all USDA employees through an Enterprise agreement. A
leadership development channel is also available for USDA’s senior leadership.

Other Presidential Initiatives

e USDA posted 142 funding opportunities on Grants.gov in FY 2007, and 100 percent included matching application
packages.

e All agencies had access to the Enterprise Human Resources Integration (EHRI) data warehouse. USDA was the
first Federal Department to successfully use eAuthentication credentials to access eOPF documents. In addition, all
newly issued SF-50s (since August 2006) are entered electronically into an employee’s eOPF.

e  All USDA Federal Register rules, proposed rules, and notices were available for public comment on
E-Rulemaking’s Regulations.gov.

Enterprise Shared Services
Enterprise Shared Services (ESS) is a suite of tools, standards, and business applications that facilitate USDA’s
Department-wide effort to deliver citizen-centric, online information and services. USDA developed these shared
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services with the goal of maximizing efficiency, reducing cost, and improving customer service. ESS saves costs by
eliminating stovepipe systems developed by individual agencies. The ESS was established by a cross-Departmental
effort of agencies identifying needs and requirements. Agencies began using the ESS components in FY 2007 for:

Web Content Management: This service provides content creation, content control, editing, and many essential Web
maintenance functions for USDA Web sites.

e Natural Resources Conservation Service

e  Agricultural Research Service

e Farm Service Agency

IBM WebSphere Portal: This product enables application integration by helping business applications exchange
information across different platforms, sending, and receiving data as messages.
e Integrated Forest Service Intranet

Document Management: This service allows USDA agencies to track and store electronic documents and/or images of
paper documents.

o Initiated Food and Nutrition Service (FNS) Document Management Phase 1

e Updated Enterprise Correspondence Module using Stellent in lieu of FileNet software

Expanding Electronic Government: Security

Current Activities:

Cyber Security. OCIO continues to implement its aggressive strategy to improve USDA’s information security by
providing training and establishing standardized computer security policies, processes and controls within the
Department. OCIO Cyber Security Division continues to implement tactical plans outlined in its 5-year Strategic Plan
by focusing on activities that align with security best practices, Federal laws and oversight requirements. USDA
participates in two Office of Management and Budget (OMB) mandated Information Systems Security Lines of
Business, one for Federal Information Security Management Act (FISMA) Reporting and the other for Security
Awareness Training.

Systems Certification and Accreditation. Security accreditation is the official management decision to authorize
operation of an information system. Security accreditation, which is required under OMB Circular A-130, challenges
managers and technical staff at all levels to implement the most effective security controls and techniques, given
technical, operational, cost and schedule constraints, and mission requirements. To meet this security requirement,
OCIO has developed an aggressive strategy for certifying and accrediting USDA’s information systems. This strategy
includes policy, guidance, training, contract and staff support, and on-going program management. While it is difficult
to assure that all systems are always in a state of full accreditation because of the changing universe including new
systems, developing systems and expiring accreditations, the Department’s goal is to ensure that all systems are
accredited. This is accomplished through a rigorous program including, but not limited to, policy compliance reviews,
certification concurrence reviews, independent verifications and validations, distribution of USDA-specific guidance
grounded in National Institute of Standards and Technology (NIST) and other Federal standards, and proactive
communication efforts.

Information Survivability. One essential goal of USDA's computer security program is to develop recovery strategies to
minimize disruptions in the event of a catastrophic interruption. To achieve this objective, OCIO is leading the
development and deployment of disaster recovery and business resumption plans for all USDA IT Systems. These
plans, as well as the other plans required for a viable Continuity of Operations Program (COOP) are maintained in the
Enterprise Contingency Program Planning System (ECPPS). OCIO completed an end-to-end review of all disaster
recovery plans in OCIO’s ECPPS for compliance with NIST standards. Agencies received written reports that
identified areas where their plans did not comply with NIST standards.

USDA Radio Spectrum. OCIO worked with the National Telecommunications and Information Administration (NTIA)
and the Forest Service regarding Federal Communications Commission auction of 4,000 USDA frequencies. OCIO
successfully submitted a request to the NTIA/OMB and Congress on behalf of the Forest Service for a $5 million
increase in reimbursement funding to cover the administrative costs of moving from the auctioned radio frequencies to
new frequencies.
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Secure Communications Initiative. This initiative involves the implementation of a National Security Agency
compliant infrastructure, in collaboration with the Department of Homeland Security, for the transmission of classified
data.

Intrusion Detection. OCIO continues to improve the Department’s Intrusion Detection System and tighten the security
management of Departmental networks in order to detect and mitigate intrusions that could potentially compromise or
damage critical information assets. Efforts are underway to consolidate key security information and improve the
effectiveness of this system.

Telecommunications Policy. OCIO is actively engaged with the agencies and other major offices within USDA to
establish telecommunications policies and procedures that will enhance security and promote more effective and
efficient use of telecommunications. OCIO has developed and published policy to ensure the effective implementation
of security in the following areas: encryption; sensitive-but-unclassified information handling; use of public key
infrastructure, Internet and email use; telework and other areas that will improve USDA’s security.

Asset Management. USDA has used its collective buying power to establish a number of Enterprise agreements for IT
hardware, software and services that are security-specific. OCIO has led these efforts by identifying products that many
USDA agencies purchase and then establishing a lead agency for each Enterprise agreement. USDA continues to
research an asset management approach that provides for strategic consolidations and the elimination of duplicative
efforts.

Selected Examples of Recent Progress:

Systems Certification and Accreditation. OCIO led an inter-agency team in the development of a USDA Certification
and Accreditation (C&A) Guide that provided a comprehensive and uniform approach to the C&A process. Individuals
responsible for, or involved in the C&A process, used this guide to assist them in certifying and accrediting 160 USDA
general support systems and applications.

The C&A policy and guide were constantly being reviewed and updated to improve USDA’s security program. In

addition to providing companion templates to this guide, OCIO has also:

e Developed guidance for contingency testing and plans, set accreditation boundaries consistent with Capital
Planning and Investment Control (CPIC), and created security plan templates.

o Established a contract vehicle through which agencies engaged contract support in activities and documentation
required for C&A. Numerous USDA agencies have engaged contract support through OCIO’s Blanket Purchase
Agreement for completion of C&A activities including security assessments, security plan development and
security test evaluation reports. USDA has established two phases in the C&A process: the first phase addresses
the risk assessment and security plan development; the second phase addresses the security test evaluation and
identifies areas of risk that are not mitigated by established controls.

e Implemented a concurrency review process that reviewed all documentation and provided an independent
assessment to the designated accrediting authority prior to the system receiving an authority to operate. In FY
2007, over 160 systems went through the accreditation process. By the end of FY 2007, nearly 90 percent of
production systems in USDA were certified and accredited. The remaining systems were being closely monitored
by OCIO to ensure timely correction of deficiencies.

Information Survivability:

e OCIO installed the latest version of the Living Disaster Reporting and Planning System, now renamed the ECPPS.
The new version allows agencies to provide more granular disaster recovery information and allows for increased
reporting and searching capabilities.

e ECPPS is designed for storing and maintaining Business Continuity Plans (which include disaster recovery plans)
in one central repository, thereby allowing easy access from any location.

Security Awareness and Training:
e Developed and distributed an Executive Security Briefing Handbook to all Subcabinet officials and agency heads to

inform them of the importance of IT security. This guidance identified roles and responsibilities as well as areas of
concern - the responsibility of the Designated Accrediting Authority, the person responsible for accepting the risk
to and accrediting a production system, was key in the C&A process.

e Nearly 98 percent of Agriculture personnel received security awareness training in FY 2007.
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Information Security Technical and Management Controls:

e Continued efforts with the Chief Financial Officer toward improving information security through the
Department’s Executive Steering Committee, aimed at focusing attention and necessary resources to remove the
Department’s information technology material.

¢ Developed, coordinated and submitted the first USDA Strategic Spectrum Plan to the NTIA in accordance with the
President's Spectrum Policy Reform Initiative. ’

Expanding Electronic Government: Information Technology Governance

Current Activities:

Enterprise Architecture. The use of an Enterprise Architecture (EA) is key to providing the technology data and
information that is essential for the Department to achieve its goals and objectives. Moreover, the Clinger-Cohen Act of
1996, the eGovernment Act of 2002, and guidance from both OMB and the Government Accountability Office (GAO)
have all encouraged or in some cases mandated the development and use of EA in order to effectively manage and make
IT investment decisions more prudent.

The USDA EA Program is a collaborative effort between OCIO, USDA agencies, and supporting EA communities
through membership, and active participation. For example, OCIO reviews and provides comments on EA Practice
Guides and criteria for assessments for the Industry Advisory Council. Based on the Federal Enterprise Architecture
Reference Models, USDA developed a current architecture, target architecture, and transition plan. USDA’s
Department-wide EA effort provides a “corporate” view of an EA, and builds on the architectures already under
development within USDA’s agencies. At the center of the USDA EA knowledge base is the EAR that supports the
basic elements of the architecture. This system can be aligned with other knowledge repositories based on common key
data points. It also enables the creation of value-added reports, the sharing of key information, the development and
storage of models, and other important functions.

Primary users of the USDA EA include strategic planners, enterprise architects, business process owners, program
managers, project managers, vendors, budget officers, investment decision-makers, acquisition personnel, developers,
and security personnel.

USDA is currently focused on the development of its EA. This analysis identifies areas of duplication and redundancy
across the Department, and highlights opportunities for collaboration. This can result in substantial savings from
common purchases and through the redundant expenditures on resources. In addition, USDA continues to develop its
data, security, and technical architectures.

Capital Planning and Investment Control (CPIC). OCIO is responsible for ensuring that the Department’s IT
investments deliver products that result in an effective and efficient set of business benefits to agencies. The outcome
of this work is oriented around the assurance of a positive return on the investment in IT within the USDA for
taxpayers. To accomplish this goal, USDA established the CPIC Program in 1997 for selecting, managing, and
evaluating the results for all major IT investments. The Department’s E-Board, which is chaired by the Deputy
Secretary and is made up of the Subcabinet, is the CPIC senior authoritative body at USDA that is charged with the
oversight of all investments categorized as “major,” according to OMB protocol. Capital planning requirements for
investments that are not considered in the “major” category are managed by the OCIO Capital Planning Division, under
the guidance of the Information and Technology Management unit, and are done so with consideration to government
“best practices,” as well as OMB Federal Acquisition Regulation and USDA official guidance. CPIC is a key
component of USDA’s Integrated Information Technology Governance Process (IGP) and is used to evaluate
investments with the end goal of selection based on a high probability of long-term success. Investments are assessed
based on their ability to:

o Effectively meet mission needs;

Evaluate alternative options using a cost/benefit/return profile;

Meet security mandates, as well as commonly accepted standards;

Manage the use of telecommunications technologies and resources;

Support the PMA,;

Conform to Federal EA standards applied within the Department;
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e  Manage the risks of the investment lifecycle; and
e  Comply with Federal mandates (GAO, OMB, etc.) to include appropriate guidance.

The CPIC Program uses a core set of information that permits evaluations across different investments as well as
focusing agency attention on factors that bear on their investments and their management of IT resources. This,
combined with the supplemental data provided through the use of standard project management techniques within the
agencies, as well as data managed within the Integrated IGP, allows for the OCIO to aid in organizational strategic
planning aimed at the long-term effective use of IT to maximize the return to the U.S. citizen.

The key focus in FY 2008 is the Integrated IGP. This is critically important to maturing the overall management of IT
across USDA. In addition to the progress described above for the Integrated IGP, OCIO is aggressively analyzing the
details of its investment plans that were defined and completed in the FY 2009 investment cycle. Greater integration of
these policies will occur as OCIO begins the FY 2010 investment cycle in January 2008. OCIO places significant focus
on the use of EA, the quality of business cases, supporting project management documentation, and the use of earned
value management discipline to manage investments.

IT Acquisition Approval Process. The IT acquisition approval process is an OCIO internal control activity that involves
a technical review of IT acquisitions for $25,000 and above for conformity with USDA, Federal Enterprise
Architecture (FEA), PMA, USDA telecommunications standards and practices, IT security considerations, and the
adequacy of IT investment supporting documentation. The OCIO works with agencies to ensure that approved IT
acquisition requests provide the necessary information as part of the Integrated IT process for managing the USDA IT
portfolio of major and non-major investments.

IT Workforce Planning and Development. USDA agencies participate in a wide variety of training and professional
development activities to help ensure that USDA’s IT workforce has the skills necessary to accomplish USDA’s
mission. As a requirement for the PMA, the OCIO developed the USDA Gap Analysis Report and Potential
Improvement Plan to increase the proficiency of its IT workforce. This initiative, managed by OPM, involved agency IT
professionals, on a volunteer and anonymous basis, assessing competencies using a Web-based tool available for the
Federal workforce. OPM provided analysis data of gaps for agencies to prepare their report and plans.

IT Project Management. OCIO continues to provide IT Investment and Project Management training to improve the
management of IT investments and to ensure efficient and cost-effective investments at USDA. Training supports
project and earned value management, as well as performance-based acquisitions for IT. OCIO is currently managing
three Project Management training courses—two in Alexandria, Virginia, and one in Kansas City, Missouri. More are
planned for FY 2008.

Asset Management. In FY 2008, OCIO plans to expand Enterprise-wide acquisition solutions to the workstations
(personal computers to include thin client devices, desktops, and laptops), office automation software, and database
software. OCIO is in the process of finalizing a Departmental Regulation to provide workstation standards and

- standards for commercial off-the-shelf software that operate on the workstations. Standardized Enterprise workstation
refreshment rates will enable USDA to maximize its investment in personal computer equipment while minimizing the
use of out-dated technology that can have a detrimental effect on the overall IT infrastructure. These standards will
enable USDA to increase effectiveness in acquiring and administering resources by promoting compatibility and
interchangeability of workstation hardware and software; improve USDA’s IT security position; and ensure that these
standards are aligned with the EA business goals and processes.

OCIO will also perform more robust production utilization and pricing analysis to aid in determining software licensing
strategies and hardware implementations. OCIO will undertake a significant pilot with smaller more efficient hardware
devices as an alternative to more expensive office desktops.

Selected Examples of Recent Progress:

Enterprise Architecture: A strategic information asset base which defines the mission; the information necessary to
perform the mission; the technologies necessary to perform the mission; and the transitional processes for implementing
new technologies in response to changing mission needs. OCIO has:

o . Developed the first iteration of the transition plan for the USDA target architecture.
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e Started full segment architecture build-out for the two additional lines of business, Geospatial and Human
Resources Management LoB.

Utilized EA data to evaluate agency IT investments and acquisitions.

Developed governance and configuration management programs.

Developed an IT System Development Life Cycle document.

Developed a Configuration Management Plan for USDA.

Continued support for the identification and refinement of the target architecture and transition plan.
Continued development of common EA elements, particularly those supporting Enterprise-wide projects.
Continued alignment of investments to the FEA Reference Models.

Continued support of the EA Working Group and various tasks and activities associated.

Implemented the USDA EAR for the collection and sharing of EA information.

Continued alignment of USDA EA information to the FEA Reference Models.

Supported NIST standards activities.

Supported EA communities of practice; specifically, the Chief Architects Forum, the Architecture and
Infrastructure Committee, the Data Architecture Subgroup and the Enterprise Process Improvement Committee.

Capital Planning and Investment Control (CPIC). The USDA IT Investment Portfolio for FY 2007 included 273
investments valued at $2.1 billion; the OCIO used the IGP for conducting investment reviews to evaluate the FY 2009
business cases on all major and non-major investments. The work done in FY 2007 provided a marked improvement of
these business cases over past years. In addition, the quality of documentation for these investments continued to
improve, and enabled the Department to acquire supporting details concerning its IT investments critical for the
management of the IT portfolio.

This work resulted in improved authoritative knowledge base used to support investment planning and decision-making

at all levels of USDA, which is the nucleus of OCIO’s Integrated IGP. The knowledge base is being established using a

combination of the EAR and capital planning datasets, as well as other quality project management-based datasets.

In conjunction with the processes for capturing the necessary data, OCIO defined a new IT governance structure that

brings greater visibility to business transformation and cost saving opportunities. The governance structure employs

standard system development life cycle disciplines and formalizes change planning and impact analysis processes. The

expected results of the overall Integrated IGP effort are:

e More transparent IT investment decisions across USDA resulting in a higher capacity for both discovering short-
term gains and support for long-term strategic planning;

e Improved capacity to create opportunities for collaboration between agencies where technologies may be shared to
meet a common set of goals;

e Increased accountability from investment decisions through measurement of return on investment and comparison
of results versus quality performance measurement factors; and

e Increased investment reliability, reduced rework of management deliverables, and increased cost effectiveness from
improved change management and planning techniques.

IT Acquisition Approval Process. -

e Reviewed 185 IT Acquisition Approval requests in FY 2007, with a dollar value of about $530 million.

e  Maintained threshold for IT investments requiring approval at $25,000 to ensure that Department is spending IT
resources on its highest priorities.

e Used the acquisition approval process to attain USDA’s IT architecture goals and to ensure that investments do not
replicate services that are already available through a USDA solution or an inter-Departmental service provided
through the President’s e-Government Initiatives; services adhere to the Section 508 requirement for accessibility;
telecommunication resources are shared at co-located office sites; and that much greater emphasis is placed on
security.

Workforce Planning and Development. In FY 2007, OCIO outlined a plan to improve the proficiency of its current IT
workforce in the USDA Gap Analysis Report in April 2007. The four mission critical occupations and corresponding
competencies as identified by the OPM in the GS-2210 Federal occupational series are provided in Table 2 below.
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Table 2: IT Mission Critical Occupations and Corresponding Competencies

Mission Critical Occupation | Corresponding Competencies

IT Project Management Decision Making Leadership

IT Security Information Assurance | Information Security/Network Security
Enterprise Architecture Strategic Thinking Technology Awareness

Solutions Architecture Requirements Analysis | Information Technology Architecture

In September 2007, OCIO submitted the first of several IT Workforce Gap Analysis Status reports measuring progress
toward closing the identified gaps through the third and fourth quarters of FY 2007 through training and development,
organizational intervention, and talent recruitment specifically address the IT workforce.

IT Project Management. Sponsored by OCIO, USDA’s IT Investment/Project Management training provides USDA IT
professionals with skills, tools, and techniques needed to manage IT projects effectively. It also emphasizes the
management issues encountered within the USDA CPIC process and other Federal requirements mandated by the
Clinger-Cohen Act of 1996. The training covers Federal best practices as well as the nine knowledge areas specified by
the Project Management Institute (PMI) in the Project Management Body of Knowledge, the industry standard for
project management training. At the end of the training, participants are eligible to take the examination administered
by PMI for Certification as a Project Management Professional. As of September 30, 2007, 507 USDA employees
completed the training and 267 graduates passed the PMI exam and obtained professional certification as Project
Managers.

Asset Management. USDA achieved improved pricing and better terms and conditions over existing General Services
Administration (GSA) schedule contracts in several IT market categories. These categories include office automation,
database, telecommunications, and security hardware, software, and support services. Volume purchasing of IT assets
and services and the consolidation of those previously existing resulted in lower IT costs from a Department-wide
perspective.

As an example, a mid-range desktop through the Information Technology Services blanket purchase agreement costs
USDA approximately $520 per unit. A comparable product from the same vendor based on GSA schedule pricing
would cost approximately $1,000.
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Summary of Budget and Performance

Statement of Goals and Objectives

The OCIO has three strategic goals and six objectives that contribute to all of the Department Strategic
goals and objectives.

USDA Strategic Agency Strategic Agency Objectives Programs that Key Outcome
Goal/Objective Goal Contribute
OCIO supports Goal 1: Provide Objective 1.1: Enhance service Presidential e-Gov Key Outcome 1:

all Departmental
goals

customers and
employees with
access to the
information they
need.

delivery by:

1) improving citizens knowledge
and access to USDA services,

2) Collaborating with public and
private partners, and

3) Achieving internal efficiency
through Department-wide
solutions.

Objective 1.2: Provide high
quality, secure, and reliable
telecommunications services to
USDA agencies and customers,
enabling them to obtain timely
and accurate data.

Initiatives

Departmental e-Gov
Initiatives

Enterprise Architecture

Telecommunications

Customers and
employees have
access to the
information they
need.

OCIO supports
all Departmental
goals

Goal 2: Ensure the
privacy of customer
data and protection
and safety of USDA
information.

Objective 2.1: Strengthen the
security of USDA information
assets.

Obijective 2.2:
Promote awareness and

understanding of USDA Cyber
Security Program by enhancing
communications within all levels
of USDA and implement
mechanisms to enhance
information sharing and
interoperability among all
agencies within USDA.

Objective 2.3:
Centrally manage and monitor all

USDA network and security
systems across the diverse USDA
IT environment and intelligently
and proactively mitigate security
breaches and vulnerabilities.

Systems Certification
and Accreditation

Cyber Security

Enterprise Architecture

Key Outcome 2:
USDA programs

are delivered in a
safe, secure IT
environment that
protects the
confidential data of
customers and
program recipients.
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USDA Strategic Agency Strategic Agency Objectives Programs that Key Outcome
Goal/Objective Goal Contribute

OCIO supports Goal 3: Strengthen Obijective 3.1: Capital Planning and Key Outcome 3:
all Departmental | the management and | Focus IT spending on high Management USDA acquires,
goals use of USDA IT priority modernization initiatives. manages and uses

Asset Management and

. IT resources in
Risk Assessment

cost efficient ways;
and achieves
economies of
scale.

resources.

Strategic Objective 1.1: Enhance service delivery by: 1) improving citizens’ knowledge and access to
USDA services, 2) Collaborating with public and private partners, and 3) Achieving internal efficiency
through Department-wide solutions.

Strategic Objective 1.2: Provide high quality, secure, and reliable telecommunications services to USDA
agencies and customers, enabling them to obtain timely and accurate data.

Strategic Objective 2.1: Strengthen the security of USDA information assets.

Strategic Objective 2.2: Promote awareness and understanding of USDA Cyber Security Program by
enhancing communications within all levels of USDA and implement mechanisms to enhance information
sharing and interoperability among all agencies within USDA.

Strategic Objective 2.3: Centrally manage and monitor all USDA network and security systems across the
diverse USDA IT environment and intelligently and proactively mitigate security breaches and
vulnerabilities.

Strategic Objective 3.1: Focus IT spending on high priority modernization initiatives.

Strategic Objective and Funding Matrix
(On basis of appropriation)

2007 Actual 2008 Estimated 2009 Estimated
Staff Staff Increase or Staff
Amount Years Amount Years Decrease - Amount Years
Strategic Objective 1.1... $2,500,002 7 $2,625,000 7 +$326,000 $2,705,000 7
Strategic Objective 1.2... 4,654,570 14 4,604,000 15 +572,000 5,422,000 15
Strategic Objectives 2.1, '
and2.2...........l 2,683,304 11 2,713,000 12 +677,000 3,670,000 12
Strategic Objective 2.3... 1,304,080 6 1,276,000 6 +339,000 1,335,000 6
Strategic Objective 3.1... 5,102,734 22 5,028,000 23 +145,000 5,173,000 23
Unobligated............... +116,690 -- -- - - - -

Total Available............ 16,361,380 60 16,246,000 63 +2,059,000 18,305,000 63




5-12

Selected Accomplishments Expected at the FY 2009 Proposed Resource Level:

e USDA agencies will continue integrating their online services with USDA's enterprise
eAuthentication Service. ,

e  USDA expects to achieve full implementation of the grants management LOB, human resources
LOB, IT infrastructure optimization and federated identity management capability in FY 2009.

e  Continue ongoing C&A process for all new and continuing systems in its inventory.
Document and maintain security costs for each system within each mission area.

e  Cross-walk the Federal Information Security Management Act list of systems to the Enterprise
Architecture Repository.
Ensure IT Security is embedded in the system development life cycle.
Complete consolidating security operations into a centrally managed facility for USDA in its
Kansas City regional center (which will be funded through Working Capital Fund).
OCIO will continue to offer a variety of training on EVM and other project management issues.

Staff will monitor agency updates to CIMR (USDA’s name for the proprietary software,

WorkLenz) to ensure that actual performance data is being tracked for all IT investments that meet
USDA’s EVM threshold. CIMR is the capital planning and EVM monitoring tool that USDA’s
agencies use to record IT investment data. In addition, it formulates investment files for the
electronic submission to OMB.

e  Staff will also monitor agency EVM process maturity. OCIO will continue to monitor IT
investments on OMB’s “watch list” to ensure the quality of the business case documentation is
strengthened.

Summary of Budget and Performance
Key Performance Outcomes and Measures

Goal 1. Provide customers and employees with access to the information they need.
Key Outcome: Customers and employees have access to the information they need.

Key Performance Measure: Increase return on investment for eGovernment and Lines of Business
common solutions

Goal 2. Ensure the privacy of customer data and protection and safety of USDA information.

Key Outcome: USDA programs are delivered in a safe, secure IT environment that protects the
confidential data of customers and program recipients.
Key Performance Measures:
o Percent of USDA IT systems that are certified, accredited or otherwise authorized as being
properly secured.
e Percent of identified population that completed annual security awareness refresher training.
e  Number of program security reviews completed.

Goal 3. Strengthen the management and use of USDA IT resources.

Key Outcome: USDA acquires, manages and uses IT resources in cost efficient ways; and achieves
economies of scale.
Key Performance Measures:
e Number of investments in USDA IT portfolio.
e  Through the use of Earned Value Management, maintain 100 percent of USDA IT projects
that are within 10 percent of cost/schedule/performance objectives.
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Key Performance Targets:

2004 2005 2006 2007 2008 2009

Performance Measure . Actual Actual Actual Actual Target Target

Increase return on investment
for eGovernment and Lines of
Business common solutions. N.A. N.A. 5% 5% 5% 5%

Percent of USDA IT systems
that are certified, accredited or

otherwise authorized as being
properly secured. 20% 90% 93.7% 100% 100% 100%

Percent of identified

population that completed
annual security awareness
refresher training. N.A. 90% 90% 99% 100% 100%

Number of program security
reviews completed. N.A. 8 10 8 8 8

Number of investments in
USDA’s IT portfolio. 400 320 300 300 300 300

Through the use of Earned
Value Management maintain
100 percent of USDA IT
projects that are within 10
percent of cost/schedule/ Est.
performance objectives. N.A. Baseline 100% 100% 100% 100%

OFFICE OF THE CHIEF INFORMATION OFFICER
Full Cost by Agency Strategic Objectives

PROGRAM PROGRAM ITEMS Dollars in thousands

FY 2007 FY 2008 FY 2009
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